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1. Introduction

1.1 Introduction

Your Digital ID for 2 FA is stored on a USB Token.

Tokens are portable and provide greater protection for your private key. Once you generate your
private key on the token, it can never be removed, backed up, or accessed by an unauthorized
individual or application.

Thus, tokens ensure that your private key cannot be duplicated.

2. Installing Digital Certificate Token Driver

2.1 Digital Certificate Token Driver

You must have the appropriate rights to modify the computer before installing the Digital Certificate
USB Token software.

Connect the Digital certificate USB token to an available USB port on your computer.
The token driver for the respective port will install automatically.
If the driver is installed successfully, the LED of the USB Token will stop blinking.

If it is not, please make sure you have the appropriate rights to modify the computer. An antivirus,
personal firewall might also cause the problem.
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1. Insert the Digital Token into an USB port. Follow the on-screen and the system will
automatically install as shown below:

T Trusigate PRI Token Selep

Welcome to the Trustgate PKI
Token Setup Wizard

s Wizard wll Qusde you the ough the reslaton of
Trustoate P Tokan

2 1 recorwmended that you dose of other sk atore
before conmrmng Trusigane PRI Token setun,

ik st 00 continue, o Conesl 1o ek sep

T Trurigaste PKI Tokan Sales

Feal allangi
Plestsin st il Trunbigabn PYT Tokunrs i besineg irafaled .

Entrah) Trushyahs 8
T
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2. If have any Anti-virus program installed, the Anti-virus program may request confirmation
from you to continue to allow the auto-installation of the Token driver. Click Allow and the

program will continue to install

‘ T Trusigste PRI Tokan Setsp

Inatalbng
Ploass wat whils Trustigabe PUT Token i beng retaled

Anti-Yirus 6.0

I

o Process i Dryng 10 gan selte scoess 10 bt of wmodukes
aoncuted dang system startip. Qoo

Roghvtry scooss:
MEY_LOCA MADINEYSOF TWARE PMAorosdd ., Fun

process (PID: 5440k
CATrustgete_phi_tohen ave

Alow (try defadt)

Action v Le performed.

Doty
Acron vl te blocied

Add 1o trusted applications
The roxess wil te 3331 10 the 1ustad a0hcnrTs bt

| Croats a rue

3. When the following screen is displayed, click FINISH and you would have completed the

Token Driver installation.

Y| T Trueigate PEI Tokon Solep

Completing the Trustgate PEI Token
Setup Wizard

Trier st ] Tiodee hase Do weitineed] o yins (0S8

ek Feh b dhoeie e sl

INSTALL

| 4
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4. Upon successful installation, the system will request you to input a PIN number as shown

below:

TOKKEN

Token Manager

E{'\j Zonfiguration

..... {.‘5 Change User PIN .
4 Certificates Ol Hser FI:

ﬁ Diagnostic |
ﬂ SlthIITDkEn Information Mew Uzer PIM [8 to 12 characterz):
----- @ Cptions

-] About I

Confirmn new Lzer PIM [8 ta 12 characters]:

|
)% | Cancel

The default Old User Pin number is 12345678.
It is strongly advised that you change the default PIN number.
Key-in a 8 to 12 digit personal PIN number. Reconfirm the PIN number.

NOTE:
You MUST keep this Personal Pin Number carefully.

This personal PIN Number indentifies that you are the real owner of the Token.

The system will request for this PIN Number each time you want to use this Token.

You are advised NOT to share this PIN number with anybody.
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3. Configuring your browser.

3.1 Configuring Internet Explorer.

1. Open your Internet Explorer (IE) by double clicking on your IE icon as shown below.

.

Internet
Explorer

2. Select Tools - Internet Options

/2 Google - Windows Internet Explorer

NEI
(€IS =41 x| [ 5 Al

Fle Edt View Favorites [ Toos Help

n o Delete Browsing History... Ctrl+5hift +Del
Favorites = Untitiec Free Hotmail
w | = el InPrivate Browsing Ctrl+Shift+P
MY cooge Reopen Last Browsiig Session B~ B - ) o - Page~ Safetye Toose @ 7
Web Images Maps hey InPrivateFitering ErbEi iGoogle | Search settings | Sign in
InPrivate Fitering Settings
Ponup Blocker »

Smartscreen Fiter
Manage Add-ons

»

Compatitiliy Yiew. (

Compatibllity View Settings

Subiscrise bo this Feed) Malaysia

e Discovery »
Viindows Update

Developer Tooks F12

Wiindows Messenger

Dagnose Connection Probiems. s ]
oogle Search | I'm Feeling Lucl
Send to Blustaoth Device. ., Y AL

Skype Plug-In

Internet Options

Google com.my offered in- Bahasa Malaysia

Advertising Programs  About Google  Go to Google com

11 - Privacy

Change background image

Enables you to change settings

#start] Google | | ] pigtal Certficate Token ... [ Google - Windows Int... 3 Mrosoft PowerPoint - [, | Y untited -Paint
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3. Click on Security tab.
4, Select Trusted sites
5. Click on Sites... button

Internet Options

ol
i
=
o
0
4]
]
0
=
=

rivacy | Content | Connections || Programs || Advanced

Restricted
zitez

® w

Internet Local intrane

Trusted sites

Thiz zane containg Web sites that pou
trugt bt bo damage your computer or
data.

Security level for thiz zone
kove the zlider to set the security level far thiz 2one.

Low

- All active content can n
- Appropriate far sites that pou absalukely trust

[ Cuztom Lewvel... ]

- Mirimal zafeguardz and warning promptz are provided
- Mosgt content iz downloaded and run without prompts

[ OF. l [ Cancel
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6. Uncheck the “Require server verification (https:)” button.
7. In Add this Web site to the zon¢: type http://stapermit.dagangnet.com.my:8080

Click the ADD button.

ne. All websites in

¢ You can add ang/remove websites from this
T this zone will ufe the zone's security settingd,

Add this website tyf the zone:

Ihtu:u:,r',r'staper jt.dagangnet.com,my: 8050
Websites:
http: {fwylw . stapermit. dagangrnet.com.my Remove |

ire server verification (https:) for all sites in this zone

Close |

8. Click CLOSE button to close the Trusted Sites dialog box.

x|,

¢ You can add and remove websites from this zone. All websites in
T this zone will use the zone's security settings.

Add this website to the zone:
I Adld

Websites:
http: /fmops02 Remove |

http: f{stapermit. dagangnet. com.my

™ Require server verification (https:) for all sites in this zone

Close |
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9. Click on DEFAULT LEVEL for the setting of Security level for this zone and click OK

Internet Optiom

General SECUMtY WPrivacy I Cu:untentl Connections I Programs I .ﬁ.dvancedl

+
Trusted sites

Internet Local infrane

Trusted sites

This zone contains website\ that you

trust not to damage your coNputer or
your files,
You have websites in this zone,

S

o

Restricted
sites

| Sites

— Security level for this zone

Allowed levels for this zone: Al

- - Medium

| - Prompts before downloading po
content

Custom level...

5 F - Unsigned ActiveX controls will not b

ownloaded

Default level |

Reset all zones to default level

10. For Windows Vista and Windows 7, make sure option for Enable Protected Mode is disabled.

11. Click OK button to apply the changes and close the Internet Options dialog box
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1. Select Tools - Pop-up Blocker
Select Turn Off Pop-up Blocker as shown:

{2 Google - Windows Internet Explorer

3.2 Configuring Internet Explorer for Pop Blocker settings.

=lelx|

1] A

=]l % |Jo i s

Fie Edit View Favorites | Tools Hep

. 7 Delete Bronsing Hitory Ctrl4Shft-+Del
Favorites | 1% @ Uit
w lis &) InPrivate Eronsing Curl+shiftp
#§cooge Reopen Last Browsing Session

Free Hotmail

f - B) - () d® - Pager Sofetyr Toos+ @+

Web |mages Maps Nen IPd Ctrl+Shift+F
rivate Filtering Settings
SmartScreen Filter Pop-up Blocker Settings

Compatibily Vi A
Compatibilty View Settings \J

Subscribe ko this Feed., Malaysia
Feed Discoyery. ¥
Windows Update

Developer Tools F12

Windows Messenger

Diagnose Connection Problems. .
Send to Bluetooth Device...
Skype PlugTn

Google Search | I'm Feeling Lucky

Internet Options

Google com my offered in- Bahasa Malaysia

Advertising Programs  About Google  Go to Google com

©2011 - Privacy

Change background image

Enable or disable pop-up blocker.

@ start| Google | | ] Digtal Certificate Token .. |[ @ Google - Windows Int.. [ Mcrasoft PowerPaint - L. | 1 untited -Paint
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4. Activating of your Digital Certificate Token.

4.1 Activation of your Digital Certificate

You are now ready to Activate your Digital Signature Certificate.

Insert your Token into the USB slot in your computer.

1. Open your Internet Explorer (IE) by double clicking on your IE icon as shown below.

~

Internet

Explorer

2. Key-in the following URL

http://stapermit.dagangnet.com.my:8080/digitalid/

The following screen will open.

Select ENROLL

@
@ Digital ID Center - Wind

x %Corwerl A Se

<lr Favorites ‘ 9 ﬂ Sugested Sites v @ | Web Slice Gallery +

= »
(& Digital ID Center & = v [F] mm v Page~ Safetyv Tools~w @v

z
L) m

: Dagang Ne¢t Technologies Sdn Bhd STA
Digital IDI:enter 1

! ENROLL
I

m

Choose this option to enroll for a client Digital ID.

@ SEARCH

Choose this option to search for a Digital ID. This function is useful for determining whether
a Digital ID is valid, expired, or revoked. You may also download IDs fram this option.

RENEW

Choose this option to renew a Digital ID which is expiring or which has already expired. You
should generally start renewing your Digital ID at least one month before your Digital ID is
due to expire.

i
il fad\ REVOKE -
Done € Internet | Protected Mode: On da v 0% v

=
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NOTE: If you do not have Active X installed in your computer.

If you do not have Active X installed in your system, clicking ENROLL as above
will return the following error.

Digital ID Request Could Not Be Generated

To install Active X, please follow the instructions as detailed in Appendix B: Installing Active X.
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3. The following screen will be displayed:

VeriSigir Enroliment

Complete Enrollment Form

Enter your Digital ID information

Fill in all required fields. Fields marked with an asterisk (*) are included with vour Digital 1D and
are viewahle in the certificate’s details

Key-in the approved
Authorized Applicant ID as

User ID: # (rzgquired) L . .
| <— applied in the Pre-registration

process.

IC Number: # (required) I

.

Key-in the approved
Authorized Applicant I/C No.

Challenge Phrase
The Challenge Phrase is a unigue phrase that protects you against unauthorized action on your
Digital ID. Do not share it with anyone. Do not lose it. You will need it when you want to revoke or
renew your Digital [0

Enter Challenge Phrase: (required)
[0 not use any punctuation.

This Token ID and Password will be matched each time you digitally sign any Permit application.

This represents your second level of security where the token when used will be challenged requesting
this ID and Password.

4. Scroll down and click on the SUBMIT button.
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5. You will be asked to Confirm your selections as shown below. Click YES.

/2 Microsoft end-user Enroliment - Windows Internet Explorer

K olesRdl = itp:/stapermit dagangnet, com.my:8080/digitalidclient/userEnrollVS htm =42 | 5 B Live Search o
% e | Microsoft end-user Envollment | | I
BEFCRE APPLYING FOR, ACCEPTING, OR USING A VERISIGN CERTIFICATE OR P

DIGITAL ID ("CERTIFICATE" CR "DIGITAL ID"). IF YOU DO NOT AGREE TC
THE TERMS OF THIS SUBSCRIBER AGREEMENT, DO NOT BAPPLY FOR, ACCEEFT,
OR USE THE CERTIFICATE.

1. Certificate Application and Description of Certificates. This
section details the terms and conditions regarding your
application ("Certificate Application”) for a Certificate and, if
VeriSign accepts your Certificate Application, the terms and
conditions regarding the your use of the Certificate to be issued
by VeriSign to you as "Subscriber™ of that Certificate. A
Certificate is a digitally signed message that contains a

Subscriber's public key and associates it withes
authenticated by VeriSign or a VeriSign-authog Web Access Confirmation I &l

VeriSign Trust Network ("VIN"). The VIN is a

infrastructure that provides Certificates for This Web site is requesting a new certificate on yougfoehalf. You should
wireless applications. VeriSign is one of the B\ Zliow only trusted Web sites to request o certificateflor you.

within the VIN, together with a global networl N

partners throughout the world. The VIN and Ve Doyou want to request a certificate now?

Bgreement offer three distinct classes ("Clas

certification services, Classes 1-3, for both

wireless Internet and other networks. Each le: Yes
Certificate provides specific functicnality

and corresponds to a specific level of trust.
for choosing which Class of Certificate you need. The following -

Certificates provided under this Agreement ar

m

© 2008, VeriSign, Inc. Al rights reserved v’ ‘,-rerlSIgn

TRUST NETWORK"

javascriptjavascript:lastCheck() " Trusted sites | Protected Mode: Off H10% -
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6. The system will generate a Key Pair as shown below. Please wait...

H9-0 - Digital Certificate Token Activation Guide v2 - Microsoft Word Table Tools = e
‘ Home ] Insert Page Layout References Mailings Review View Add-Ins Design Layout @
% cut ) PR | <\ | 2  #AFind -
e jicatibn IA_‘J @“ AaBbCcDc AaBbCcDc AaBbCi AaBbCc AaBbCcl AaB [\ Replace
£ T “ac
Paste < : Aa-|[®7 - = [ i i i i { _ Change || |
S e HB I U -abe x, X Aa-|[¥- A H|§1§ = §}|Q fiNormal 1 No Spaci.. Headingl Heading2  Heading3 Title - SMES‘{ e
| Clipboard | Font | Paragraph Styles % Editing |
‘O Security Warning  Macros have been disabled. | O ‘ *

T YO T T RN O SRR DN Y.

R e p i s

) ot e e 2 S

4. Youhave completed your Digital Signature Token Activation.
You will be prompted by the system as shown below.
Click YES.

5 G e e D 1 e e e e
3o D 3 ok ot e St D e D [

= T T

Page:160f 22 | Words: 1,004 | < |

#)start| Google | | Y untitied -paint | Y untitied -Paint | ¥ untitied - Paint |[ Wicrosoft end-user £... ') Token Guice. \ | ) Digtel certiicate Token

7. The system will save then save your private key as shown below.

9= ) - Digital Certificate Token Activation Guide v2 - Microsoft Word Table Tools = e
Home | Insert Page Layout References Mailings Review View Add-Ins Design Layout @
& cut ERSTEE— T - =i 3 @A Find ~
‘ 3 Cony jcation B |A7A @ @“ AaBbCcDc  AaBbCcDc AaBbCi AaBbCc AaBbCcl AaB = ‘A 1 gy eplace
3 | 2,
Paste = i jrror e " 8 " " y M cnangel|
| Pote o ormat Painter ||| B2 T e 30y 3¢t An |- A === 5i=|& | |ILnNormat [N Spaci. | Heading 1 || Heading2 || Heading 3 e |SHEBElllS e
| Clipboard i} Font ) Paragraph | Styles || Editing
‘G Security Warning  Macros have been disabled. |  Options.. ‘

BRSO T T SO O O O, SO R R TR SR
<l
‘-—uw—-.—-—-— i Yersign
e i o s -

4. Youhave completed your Digital Signature Token Activation.
You will be prompted by the system as shown below.
Click YES.

R — B D b Ol
risapr

Congratulationst
A

T

Y S
Smeimng
ettt

S meavans vt Cay o - T2,
st ot oy e - Lo Taao)
e ey

1 G et 3 e e e e

R i e s S

Page:16 0f 22 | Words: 1,004 | <5 |
@start| Google| | Y unttied -Paint | 4 untited -Pant | Y untted-pant | untited -paint | @ vicrosoft end-user .. | () Token Guide |
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CONGRATULATIONS.

You have successfully activated your Digital Signature Token.
Your Digital Certificate has been saved to your Token.
The following screen confirms your successful completign.

7 ID Download - Windows Internet Explorer

% . Y id rr.my8080) igitalic/cgi-bin/softh

|43 | X [ Live Search 2=
W 4 | @ 1D Download

\ B )= v [ Page & Tools =

ViSign Digital ID Services

Congratulations!

Your Digital ID has been successfully generated and installed.
Your Digital ID Information.

Country = MY

State = Selangor

Organization = Dagang Net Technologies Sdn Bhd

Organizational Unit = STA

Organizational Unit = Terms of use at www.msctrustgate.com/rpa (c)00
Organizational Unit = EmployeelD -

Organizational Unit = IC Number - T

Organizational Unit = Company Code - IS

Organizational Unit = Company Name -
Common Name = (IR

m

Email Address = TSI}

Serial Number = 497f0eff59a4ac3b1a15d3014dbe4555

Consult our Help Desk and Tutorials:

1. Go to the Help Desk to view our tutorials and other useful information.
A

2. Go to the Digital ID Center to find out more about Digital IDs and Digital [D services.

© 2008, VeriSign. Inc All rights reserved " \’erisign
Ml v werwone
Done

€ Problem loading pa.. (] Microsoft PowerPor... | /2 ID Download - Wind...
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5. Customer Support.

Further Support.

If you experience problems and need further support, please contact:

CARELINE - Customer Interaction Centre
Dagang Net Technologies Sdn Bhd
Tower 3, Avenue 5, The Horizon, Bangsar South
No 8, Jalan Kerinchi, 59200 Kuala Lumpur, Malaysia
Operation Hours: 24 hours daily (7 days a week)
Telephone: 1.300.133.133 / 603.4819.4800
Facsimile: 603.2713.2990

Email: careline@dagangnet.com

Please ensure that you receive a Call-Ticket Number for follow-up reference
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6. Appendix A: Hardware and Software Requirements.

Hardware and Software Requirements:

Hardware requirements
Intel-based PC, 866MHz, Pentium or faster
256 MB RAM

e 10MB free disk space
e CD-ROM drive
e One available USB 2.0 port

Supported Operating System

e Windows XP, Windows Vista, Windows 7

Supported browser

Browser capable of 128-bit crypto, with Javascript support enabled

e Internet Explorer 6.0, 7.0 and 8.0
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7. Appendix B: Installing Active X.

6.1 Installing Active X

If you do not have Active X installed in your computer, your computer will alert with the following:

-

Internet Explorer - Security Warning ﬁ

Do you want to run this ActiveX control?

Mame: Certificate Enrollment Contral
Fublisher: Microsoft Corporation

Ren | | pontRun |

|--"‘-| This ActiveX control was previously added to your computer when you installed
L) another program, or when Windows was installed. You should only run it if you
= trust the publisher and the website requesting it. What's the risk?

Select the RUN button.

Digital Token Activation Guide ver3.1
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6.2 Active X Settings.

Google

ndows Internet Explorer

In your IE browser, select Tools and Internet Options.

=l=lx|
S~ google,com.my/ = 4| x| oo Pl
Fle Edt View Faverites | Tools Help
o ranes | e STt o
g cooge Respen Lest Broyising 255 P B v ) m v Pages Safety Toos+ @v
[Web Images Maps Moy IPrvateFienng Cri4shiftF

InPrivate Fitering Settings

iGoogle | Search settings | Sign in

Pop-up Blocker
Smartscreen Filter
Manage Add-ons

Compatibily View
Compatibity View Settings

Subscribe bo s Feed .
Feed Discavery
Windows Update

Malaysia

Developer Toals F12

dvan rch

Windows Messenger

Diagnose Connection Problems...
Send to Buetooth Device, .
Skype Plug-In

Language tooks

Google Search | I'm Feeling Lucky

Change background image

Enebles you to change settings.

@ start] Google | | ) Digtal Certificate Token .. |[7& Google - Windows Int... (3 Microsoft Powerpaint - .. | ¥ untted -paint
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1. Inthe Internet Options pop-up, select SECURITY.
Select INTERNET and click on Custom Level button.

Internet Options J— 5|
Y [ . i
7 N

Local intranet  Trusted sites  Restricted
sites

Internet

Sit
0 This zone is for Internet websites, =

except those listed in trusted and
restricted zones,

Security level for this zone

Custom

Custom settings.
- To change the settings, dick Custom level,
- To use the recommended settings, dick Default level,

[#] Enable Protected Mode (requires restarting Wternet Explorer)
] V Default level ]

[ Custom level...

et all zones to default level ]

[ oK ] [ Cancel Apply
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2. The following screen will be displayed.
Scroll to ActiveX controls.
Select the settings as shown below.

Click OK. Your settings will be saved.

Security Settings - Internet Zone

Settings

@ Enable

() Prompt
| @] ActiveX controls and plug-ins i
| @] Allow previously unused ActiveX controls to run without pmrrl_|

|#| Automatic prompting for ActiveX controls
(@ Disable
() Enable

|#| Binary and script behaviors
() Administrator approved

*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto: | Medium-high (default)
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