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WHY WE ARE HERE? 

LET US NOT LET MALAYSIA BE FAMOUS 

FOR THE WRONG REASONS – AGAIN….. 
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MALAYSIA – PRE STA  
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MALAYSIA – PRE STA  
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HOW? 

Proliferators exploit the legitimate supply chain to procure 

export controlled goods for illegitimate means 



• Common illicit methods include: 

o Smuggling of goods in comingled shipments; 

o Falsely describing the commodity on export 
documentation; 

o Falsely stating the end-use and end-user of an item 
requiring an export permit; 

o Undervaluing the shipment to avoid reporting 
requirements. 
 

• Transshipment routes are used to exploit favorable trade 
status with supply/transit countries – using trade 
facilitation to divert attention for goods meant for 
restricted / prohibited entity / country. 
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HOW? 
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THE COMMITMENT: STA 2010  

 UNSCR 1540 – OP3(d) requires all States 

to: 
 

“take and enforce effective measures to establish 

domestic controls to prevent the proliferation of 

nuclear, chemical, or biological weapons and their 

means of delivery,  including by establishing 

appropriate controls over related materials and to 

this end shall: …….  establish, develop, review and 

maintain appropriate effective national export and 

trans-shipment controls over such items, including 

appropriate laws and regulations to control export, 

transit, trans-shipment and re-export……” 

 
As the UN Member State Malaysia is bound by Article 25 and 48 of 
the UN Charter to comply with and implement these obligations.  

http://www.google.com.my/url?sa=i&rct=j&q=world+map&source=images&cd=&cad=rja&docid=Fd_ykXj5D1eR4M&tbnid=LKnvPNRRvjmo_M:&ved=0CAUQjRw&url=http://mapsof.net/map/world-map-dotted&ei=TMs0UdnAHsa4iAfetID4DQ&bvm=bv.43148975,d.bmk&psig=AFQjCNFQ3MICCmeShLckCaORctP7Y2-Qbw&ust=1362500785157473
http://www.google.com.my/url?sa=i&rct=j&q=UNSCR+1540&source=images&cd=&cad=rja&docid=KYddXAiYrCjRaM&tbnid=cI9e91ULKDVSRM:&ved=0CAUQjRw&url=http://www.stanleyfoundation.org/articles.cfm?ID=592&ei=tM80Ubi_CsygigfqxIHgAg&bvm=bv.43148975,d.bmk&psig=AFQjCNHYPUAaAwgBKcA_6dRppIMk75X9Ow&ust=1362501932276086
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HOW STA 2010 STARTED 

                   Malaysia  
Strategic Trade Act (STA) 2010 

United Nation Security 
Council Resolution (UNSCR) 

1540  

Strategic Trade Secretariat (STS), 
Ministry of International Trade and 

Industry (MITI) 

INTERNATIONAL LEVEL 

MINISTERIAL  LEVEL 

DOMESTIC LEVEL 

http://www.google.com.my/url?sa=i&rct=j&q=UNSCR+1540&source=images&cd=&cad=rja&docid=KYddXAiYrCjRaM&tbnid=cI9e91ULKDVSRM:&ved=0CAUQjRw&url=http://www.stanleyfoundation.org/articles.cfm?ID=592&ei=tM80Ubi_CsygigfqxIHgAg&bvm=bv.43148975,d.bmk&psig=AFQjCNHYPUAaAwgBKcA_6dRppIMk75X9Ow&ust=1362501932276086


9 

 
STA IS NOT ONLY IN MALAYSIA… 

• Most countries have some 

form of strategic trade law 

enforced in their own country 

(also known as export 

control). 
 

 

 

 

• The EU, USA, Japan, Hong Kong, Chinese Taipei, 
Australia have many years of experience in 
implementing this law. There is a greater emphasis on 
the roles of economies in the ASEAN region now to 
ensure the safety of global trade. 

 

 

It is an International Practice 
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CONTROLS 
(Catch-all) 

design production development 

WHAT STA 2010 GOVERNS? 
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THE TEAM 
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Ministry of International Trade and Industry - focal point for 

STA 2010, 

custodian of Law 

- responsible for 

overall strategic 

trade 

management  

- maintains online 

system 

 

- licensing, issues 

policy, guidelines, 

SOP, conducts 

outreach, ICP 

approval,  

- Leads audit  and 

interdiction teams 



Strategic Trade (Strategic Items) (Amendment) 
Order 2017  

• List out the strategic items that are controlled 
which can be divided into military items and dual 
use items 

• Adopted from the EU list 

• Last updated on March 2017 

• Different from Custom HS Code (only 5 digits code) 

THE CONTROL LIST 
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STRATEGIC TRADE (RESTRICTED END-USERS  
& PROHIBITED END-USERS) ORDER 2016 

•Based on country of final 
destination 

•Adopted from UNSC Resolution 

•Requires special permit for export 
of strategic item 

Restricted 
End User 

• List of individuals & entities 
prohibited from export of strategic 
items 

• Automatic adoption from UNSC 
Resolution (20 June 2016) 

• UNSCR 1718 (2006) Democratic 
People’s Republic of Korea (DPRK) 

• UNSCR 2231(2015) against the Islamic 
Republic of Iran (Iran) 

Prohibited 
End User 

https://www.un.org/sc/suborg/en/sanctions/1718/materials 

http://www.un.org/en/sc/2231/list.shtml 14 

D.R. 

https://www.un.org/sc/suborg/en/sanctions/1718/materials
http://www.un.org/en/sc/2231/list.shtml


PENALTIES 

ARMS  

&  

RELATED 

MATERIALS 

Resulting in DEATH: 

• death sentence; or  

• Imprisonment: natural life  

• (body corporate: ≤ RM 30 

million) 

OTHER CASE: 

• Imprisonment: ≤ 10 years; or  

• Fine: ≤ RM10 million; or both  

    (body corporate: ≤ RM20 million) 

• Imprisonment: ≤ 5 years; or  

• Fine: ≤ RM5 million; or both  

• (body corporate: ≤ RM10 million) 

LISTED & 

UNLISTED 

ITEMS 

• Imprisonment: ≤ 5 years; or  

• Fine: ≤ RM5 million; or both  

• (body corporate: ≤ RM10 million) 

OTHER CASE: 

• Imprisonment: ≤ 10 years; or  

• Fine: ≤ RM10 million; or both  

    (body corporate: ≤ RM20 million) 
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INTER-AGENCY COORDINATION 
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• Policy, regulations, guidelines, enforcement of STA 2010 and its subsidiary.  
• Obligation and impact of international  agreement, convention or treaty 

on STA 2010. 
• Local or foreign sources of intelligence report on STA 2010 violation. 
• Outreach and capacity building program, STA 2010 statistics. 

STS, 
MITI 

AELB 

MCMC 

STRIDE 

MOFA 

NACWC 

PSD 

BNM 

LFSA 

SC 

AGC 

MMEA 

RMP 

CUSTOMS 

DVS 

NSC 

OTHERS 



INTERAGENCY COLLABORATION 
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Effective partnership and interagency collaboration makes 

a difference in strategic trade management 

LICENSING ENFORCEMENT PROSECUTION 

MINISTRY OF 

INTERNATIONAL 

TRADE AND 

INDUSTRY  

MALAYSIAN 

COMMUNICATIONS 

AND MULTIMEDIA 

COMMISSION 

PHARMACEUTICAL 

SERVICES DIVISION 

ATOMIC ENERGY 

LICENSING BOARD 

1 

2 

3 

4 

ROYAL MALAYSIAN 

CUSTOMS 

1 
ATTORNEY GENERAL’S CHAMBERS 

ROYAL MALAYSIAN 

POLICE 

2 

MALAYSIAN 

MARITIME 

ENFORCEMENT 

AGENCY 

MALAYSIAN 

COMMUNICATIONS 

AND MULTIMEDIA 

COMMISSION 

3 

4 

Should also include 
MITI, PSD and AELB? 



 

INTER AGENCY APPROACH - 
STA INVESTIGATION  
 

Received  
information 

Assessment 
of the 

information 

Investigation 
/ raid 

Open 
investigation 

paper (IP) 

Charge in 
court 

Information from  
• Intelligence agency 
• Tip off  

• Licensing officer  
• RMC 
• PDRM 
• STRIDE 

• STS 
• RMC 
• PDRM 
• MMEA 

• RMC 
• PDRM 
• MMEA 
• AGC 
• AELB, 

MCMC, PSD 

AGC 
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Ministry of 

International 

Trade and 

Industry 

Analysis of 
strategic 
items 



STA (AMENDMENT) 2017 

Key 
Elements 

(effective date  
8 September 2017) 

Presumption 
as to Export 

Penalty 

Authorized 
Officer 

EUS not 
Mandatory 

Brokering’s 
Definition 

Proliferation 
Financing 

The process of 
STA 2010 review 
has started 
since 2013 
based on the 
feedback from 
Government 
agencies, 
industry player 
and 
associations. 
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Trade 
Facilitation 

Exemption – 
Regulation 25 (Transit 

& Transshipment) 

Internal Compliance 
Program (ICP) 

Frequent Outreach 
Programmes &  

Industry Feedback 

Online Permit 
Application & Easy 

Self Declaration 
 

Dedicated email 
(admin.sts@miti.gov.my) / 

webpage 

Strategic Item List 
(adopts EU List) & 

Strategic Item Finder 

BEST PRACTICES 



THE REMINDER 
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THE REMINDER 
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14. We are seeing acts of 

terror everywhere. People are 

tying bombs to their bodies and 

blowing themselves up in crowded 

places. Trucks are driven into 

holiday crowds. Wars are fought 

and people beheaded with short 

knives. Acts of brutality are 

broadcast to the world live.  

18. This present war against the 

terrorist will not end until the root 

causes are found and removed and 

hearts and minds are won. 

31. We now have nuclear bombs, capable of destroying whole cities. But 

now we know that the radiation emanating from the explosion will affect 

even the country using the bomb. A nuclear war would destroy the world. 

26. Malaysia hates terrorism. We 

will fight them.  

28. Wars are about killing people. Modern wars are about mass killings and 

total destruction countrywide. Civilised nations claim they abhor killing for 

any reason. When a man kills, he commits the crime of murder. And the 

punishment for murder may be death. 



IN SHORT 

THE WORK YOU DO IS VERY IMPORTANT; 

IT COULD SAVE COUNTLESS LIVES 
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RELATED INFORMATION LINK 

Any feedback and 
comments on this subject 
as well as request for an 
appointment can be sent 
to admin.sts@miti.gov.my 

STS awareness video is 
available via:- 
https://www.youtube.co
m/watch?v=z-
Sr2g_xmyg&t=98s  

For more information, 
please visit 
www.miti.gov.my ; 

www.mcmc.gov.my;  

http://portal.aelb.gov.my/
sites/aelb  

STS Contact Person 
Mr. Azman Abd Aziz – 03-6208 4870 

Mr. Peter Cheah Hee Keong – 03-6208 4867 
Mr. Muhammad Izarul Kayat – 03-6208 4875 
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STS Contact Person 
 

Mr. Peter Cheah – 03-62084867 (cheah@miti.gov.my)  
Datin Mega Marissa – 03 62084865(marissa.malek@miti.gov.my)  
Mr. Azman Abd Aziz (Customs) – 03-62084870 (azman.aziz@miti.gov.my)  
Ms. Cinderella Barnabas – 03 62084880 (cinderella@miti.gov.my) 
Mr. Muhammad Izarul – 03-62084875 (izarul.kayat@miti.gov.my)  
Ms. Nur Liyana Alwi – 03 62084876 (liyana.alwi@miti.gov.my)  
Mr. Mohd Haikal – 03 62084877 (haikal@miti.gov.my)  
Ms. Zafirah Abd Razak – 03 62084874 (zafirah@miti.gov.my)  
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Thank you… Q&A 
 MITI Tower 

No. 7, Jalan Sultan Haji Ahmad Shah, 50480 Kuala Lumpur, Malaysia 
Tel: 603-8000 8000 | Fax: 603-6201 2337 | Email: webmiti@miti.gov.my | Website: www.miti.gov.my 

 


